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AVEVA Group Limited (&. BB LUZDF=%t (TAVEVAD) ZRERL T, ROLF1UST0T7vIF—
NEfERY UE U7z, AVEVA Operations Control Logger (IH&#: ArchestrA Logger) DRESS!H (T L
FI. ROBEBICHELFT.

- AVEVA System Platform 2020 R2 SP1 P01 BLUZNaioETD/N\—-=3>

- AVEVA Historian 2020 R2 SP1 P01 SXUENMEIOETD/ (-3 >

- AVEVA Application Server 2020 R2 SP1 P01 BKXUZNMRIOEZTD/\—=3>

- AVEVA InTouch 2020 R2 SP1 P01 BKXUZENURIOETD/\—=3>

- AVEVA Enterprise Licensing 3.7.002 BKXUZNURIDETD/\—=3 > (|HE&H License Manager)
- AVEVA Manufacturing Execution System 2020 P01 SXUZNUFIOE2TD/N\—-=3 > (|HEIR
Wonderware MES)

- AVEVA Recipe Management 2020 Update 1 Patch 2 SKLUZNMEIOETD/N—=3>

- AVEVA Batch Management 2020 SP1 S KXUENMUEIOETD/ (-3 >

- AVEVA Edge 2020 R2 SP1 P01 BXUZNUFIOEZTD/\—=3> (IH%FR Indusoft Web Studio)
- AVEVA Work Tasks 2020 U2 SXUNUaIOETD/\—=3 > (IHEFR Workflow Management)
- AVEVA Plant SCADA 2020 R2 Update 15 SKXUENRIDETD/\—=3 > (IBEHR Citect)

- AVEVA Mobile Operator 2020 R1 SKUZNUFIDETD/\—=3 > (IB&FR IntelaTrac Mobile
Operator Rounds)

- AVEVA Communication Drivers Pack 2020 R2 SP1 SLUZNFIOE2TD/N\—-=3>

- AVEVA Telemetry Server 2020 R2 SP1 BLUZNLEIOETD/\—=3>
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CWE-250: Execution with Unnecessary Privileges
CVSSv3.1: 7.8 High | AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
CVE-2023-33873

2. O—HILOEED 7 )LEIBR
COMEFHENEBAETND & REERZRFDODO—HJL 0S Rt 1—Y —HAnsoEit 1> X =)L
SNTVWBNYS > ETERAFTLMMERZF DI 7 AL ZHIBRTE. O—EXIEEHNRLE T DalaEMN B D
E S
CWE-73: External Control of File Name or Path
CVSS v3.1: 5.5 Med | AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
CVE-2023-34982
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- SN —Y—DHM. Operations Control Logger iAE{TEN TS/ —RICOTA>TED KL
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AVEVA System Platform 2020 ~ 2020 R2 SP1 (&. BAAi(C Operation Control Logger v22.1 ®/) v
FHERASNTLDMMD AVEVA BEDE(CHIEICAZAR=ILTDZEETEFEA. FHICDLTE
Alart 000038736 ZZ8B L TTF UL\,
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https://cwe.mitre.org/data/definitions/250.html
https://cwe.mitre.org/data/definitions/73.html
https://softwaresupportsp.aveva.com/#/knowledgebase/details/000038736?lang=en_us

AVEVA System Platform, Historian, Application Server, and InTouch 2020 ~ 2020 R2 SP1 P01

- #EBB 9 BIEIE: AVEVA System Platform 2023 UK (FUNLIBEANEH T B,

https://softwaresupportsp.aveva.com/#/producthub/details?id=64d4el12b-c363-4f35-8e8e-
08da716924f7

- REDIELE: AVEVA Operations Control Logger v22.1 MUfg&E-1 > A S—JLUE T,

https://softwaresupportsp.aveva.com/#/producthub/details?id=11aef286-169f-4a12-5e32-
08db1b4400c8

AVEVA System Platform, Historian, Application Server, and InTouch 2017 U3 SP1 Ll&i

- #EEB 9 BIEIE: AVEVA System Platform 2023 UK (FZNLEAEFH T B,

https://softwaresupportsp.aveva.com/#/producthub/details?id=64d4e12b-c363-4f35-8e8e-
08da716924f7

- REDIEIE: 9. AVEVA System Platform 2020 R2 SP1 (CFPw L —RUL. 7D,

Operations Control Logger v22.1 YIg%&= 1> X b—)LUE T,

https://softwaresupportsp.aveva.com/#/producthub/details?id=c24f66e0-7e8f-4abb-0655-
08d98ee90456

https://softwaresupportsp.aveva.com/#/producthub/details?id=11aef286-169f-4a12-5e32-
08db1b4400c8

AVEVA Enterprise Licensing 3.7.002 &. 2TOZNUFIO/N—->3>

- #2539 BIEIE: AVEVA Enterprise Licensing 4.0 B U K (FZNLUBEAEFHT D,

https://softwaresupportsp.aveva.com/#/producthub/details?id=23f2f464-b581-4890-9b7e-
079d38f9a7dd

AVEVA

- REDIELE: AVEVA Operations Control Logger v22.1 UL (EZNLUBEAEH T D, BTAIOFEIRMED

EEZHER L T<TIEE,

https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef

286-169f-4a12-5e32-08db1b4400c8

AVEVA Manufacturing Execution System(MES) 2020 P02 &. £ TOZNUFID/\—=3>

- HER I DMEIE: AVEVA MES 2023 B UL (FENLUBAEHRT D,

https://softwaresupportsp.aveva.com/#/producthub/details?id=50f245ed-210d-4047-8153-
08daf99ef086

3/8


https://softwaresupportsp.aveva.com/#/producthub/details?id=64d4e12b-c363-4f35-8e8e-08da716924f7
https://softwaresupportsp.aveva.com/#/producthub/details?id=64d4e12b-c363-4f35-8e8e-08da716924f7
https://softwaresupportsp.aveva.com/#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=64d4e12b-c363-4f35-8e8e-08da716924f7
https://softwaresupportsp.aveva.com/#/producthub/details?id=64d4e12b-c363-4f35-8e8e-08da716924f7
https://softwaresupportsp.aveva.com/#/producthub/details?id=c24f66e0-7e8f-4abb-0655-08d98ee90456
https://softwaresupportsp.aveva.com/#/producthub/details?id=c24f66e0-7e8f-4abb-0655-08d98ee90456
https://softwaresupportsp.aveva.com/#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=23f2f464-b581-4890-9b7e-079d38f9a7dd
https://softwaresupportsp.aveva.com/#/producthub/details?id=23f2f464-b581-4890-9b7e-079d38f9a7dd
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=50f245ed-210d-4047-8153-08daf99ef086
https://softwaresupportsp.aveva.com/#/producthub/details?id=50f245ed-210d-4047-8153-08daf99ef086

- REDIEIE: AVEVA Operations Control Logger v22.1 E UL (FZNLUBEBAEH I B, BEEAOERMED
BIREZFER L T<IZE0,
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8

AVEVA Recipe Management 2020 Update 1 Patch 2 &. £ TOZNMUFID/N\—=3>

- #3294 B{E1E: AVEVA Recipe Management 2023 & UL (FZNLEAEFH T D,
https://softwaresupportsp.aveva.com/#/producthub/details?id=6e32c383-6bel1-43d6-2a52-
08db0eab7760

- REDIELE: AVEVA Operations Control Logger v22.1 UL (FZNLUBEANEFH I D, BIAIOFEIRMED
BIREZ R L T<IZS0,
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8

AVEVA Batch Management 2020 SP1 &. £ TOZNURID/\—=3>

- #E5B9 BIEIE: AVEVA Batch Management 2023 UK (FZNLEAEH T B,
https://softwaresupportsp.aveva.com/#/producthub/details?id=b7fff900-39af-4d54-b8e7-
210fd2d96a57

- REDIELE: AVEVA Operations Control Logger v22.1 UL (FZNLUBEAEH T D, BTAIOFEIRMED
EREZ R L T<TTS0,
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8

AVEVA Edge 2020 R2 SP1 P01 &, £TOZNUREIO/\—=3 > (LLAT(E Indusoft Web Studio & U

THSNTLWEUZ,)

- #3229 BIE1E: AVEVA Edge 2023 UL ZZNLEANEFH T B,
https://softwaresupportsp.aveva.com/#/producthub/details?id=0c8abaf3-2e4c-4bel-aa78-
3ad445c58a16

- KREBDIEIE(1): AVEVA Edge 2020 R2 SP2 EU LK [FZNLBAE#HT D,
https://softwaresupportsp.aveva.com/#/producthub/details?id=bd805851-0c68-4343-15ee-
08da9a4aab17
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https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=6e32c383-6be1-43d6-2a52-08db0eab7760
https://softwaresupportsp.aveva.com/#/producthub/details?id=6e32c383-6be1-43d6-2a52-08db0eab7760
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=b7fff900-39af-4d54-b8e7-210fd2d96a57
https://softwaresupportsp.aveva.com/#/producthub/details?id=b7fff900-39af-4d54-b8e7-210fd2d96a57
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=0c8abaf3-2e4c-4be1-aa78-3ad445c58a16
https://softwaresupportsp.aveva.com/#/producthub/details?id=0c8abaf3-2e4c-4be1-aa78-3ad445c58a16
https://softwaresupportsp.aveva.com/#/producthub/details?id=bd805851-0c68-4343-15ee-08da9a4aa617
https://softwaresupportsp.aveva.com/#/producthub/details?id=bd805851-0c68-4343-15ee-08da9a4aa617

- REDIEIE(2): AVEVA Operations Control Logger v22.1 UL (EFZNUUBAEHI B, BFEIDFIE
MDORIEZRET L T<IZE0,
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8

AVEVA Work Tasks 2020 U2 &, 2 TOZNUFEID/\—=3 > (BLaTlE Workflow Management & U

THBSNTLEU,)

- L2 I BIEIE: AVEVA Work Tasks 2023 SP1 & U K (FZNLBEAEFH T D. ELUE AVEVA Work Tasks
% System Platform EREEFICERTHE. MADEBZEREDH D/ -3 > [CEHITDINEND
NZFET, Technology Matrix ZHEZRL T IZELN,

https://softwaresupportsp.aveva.com/#/producthub/details?id=74b0e8a6-80c2-4884-a689-
08daefd8f20e

- REDIELE: AVEVA Operations Control Logger v22.1 B UL (FZNLUBEAEH I D, BIAIOFEIRMED
EREZ R L CT<TES 0,
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8

AVEVA Plant SCADA 2020 R2 Update 15(2023/5)&. 2 CTHOZNFEID/N—=3 > (BRI Citect &

LTHISNTHWELUTZ.)

- R I BIEIE: AVEVA Plant SCADA 2023 UK FENEBEAEIHT D,
https://softwaresupportsp.aveva.com/#/producthub/details?id=892087d6-af69-439f-70f1-
08da91049ae3

- REBDIEIE(1): AVEVA Plant SCADA 2020 R2 Update 16(2023/6) & U < (FZNLUEANEHRT D,
https://softwaresupportsp.aveva.com/#/producthub/details?id=78809d30-3f97-45c3-8d71-
f537909aa3b5

- REDIEIE(2): AVEVA Operations Control Logger v22.1 UL (EFZNUUBAEHT B, BFAIDFIE
MDORIEZRETS L T<IZE0,
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8
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https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://gcsresource.aveva.com/TechnologyMatrix
https://softwaresupportsp.aveva.com/#/producthub/details?id=74b0e8a6-80c2-4884-a689-08daefd8f20e
https://softwaresupportsp.aveva.com/#/producthub/details?id=74b0e8a6-80c2-4884-a689-08daefd8f20e
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=892087d6-af69-439f-70f1-08da91049ae3
https://softwaresupportsp.aveva.com/#/producthub/details?id=892087d6-af69-439f-70f1-08da91049ae3
https://softwaresupportsp.aveva.com/#/producthub/details?id=78809d30-3f97-45c3-8d71-f537909aa3b5
https://softwaresupportsp.aveva.com/#/producthub/details?id=78809d30-3f97-45c3-8d71-f537909aa3b5
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8

AVEVA Mobile Operator 2020 R1 &, 2 TOZNUFID/N—=3 > (BaTlE IntelaTrac Mobile

Operator & LTSN TWEULTE,)

- #2539 BIE1E: AVEVA Mobile Operator 2020 R2 B UK (FZNLUBAEFH T B,
https://softwaresupportsp.aveva.com/#/producthub/details?id=da960462-b522-4031-f287-
08db1b42b39a

- KRB DIEIE(1): Mobile Operator 2020 ~ 2020 R1 MF&. AVEVA Operations Control Logger v22.1
HEULFENMUBNAERHT D, BIAOEMORIEZHERL T IZE,
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8

- REDIEIE(2): IntelaTrac Mobile Operator 2017 SP2 £ U < (ZZNBRIDZE . &#1(C AVEVA Mobile
Operator 2020 (CE# L. €D (C AVEVA Operations Control Logger v22.1 £ UL (FZNLUBFEAE
9D, BIAOEHREOMBEZRZE L TIZE0,
https://softwaresupportsp.aveva.com/#/producthub/details?id=37a51bal-4a40-4c69-44cd-
08d8fd519f4f

https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8

AVEVA Communication Drivers Pack 2020 R2 SP1 &. £ TOZNMUBID/\—=>3>

- ¥ 9 BIEIE: AVEVA Communication Drivers Pack 2023.1 & U < (FZNUBANE#H I D,
https://softwaresupportsp.aveva.com/#/producthub/details?id=e1af0884-b3c6-4d0f-a6b6-
47507b398690

- RBDIEIE: AVEVA Operations Control Logger v22.1 UL (FZNEANEFI B, BIAIDEIRMED
BIREZEER L T<IZS0,
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8

AVEVA Telemetry Server 2020 R2 SP1 &. 2THOZNFIO/N—-=3>

- #£329 BIEIE: AVEVA Telemetry Server 2020 R2 SP2 & UL (FZNLBEANEFH I B,

https://softwaresupportsp.aveva.com/#/producthub/details?id=e1af0884-b3c6-4d0f-a6b6-
47507b398690

- REDIELE: AVEVA Operations Control Logger v22.1 B UL (FZNLUBEAEFH I D, BTAIOEIRMED
EEZHEE L T<IZELN,
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https://softwaresupportsp.aveva.com/#/producthub/details?id=da960462-b522-4031-f287-08db1b42b39a
https://softwaresupportsp.aveva.com/#/producthub/details?id=da960462-b522-4031-f287-08db1b42b39a
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=37a51ba1-4a40-4c69-44cd-08d8fd519f4f
https://softwaresupportsp.aveva.com/#/producthub/details?id=37a51ba1-4a40-4c69-44cd-08d8fd519f4f
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=e1af0884-b3c6-4d0f-a6b6-47507b398690
https://softwaresupportsp.aveva.com/#/producthub/details?id=e1af0884-b3c6-4d0f-a6b6-47507b398690
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/#/producthub/details?id=e1af0884-b3c6-4d0f-a6b6-47507b398690
https://softwaresupportsp.aveva.com/#/producthub/details?id=e1af0884-b3c6-4d0f-a6b6-47507b398690

https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef
286-169f-4a12-5e32-08db1b4400c8

R

AVEVA Mo DRGHDR:

- Equinor @ Lukasz Piotrowski K. FR. SEiFfH DR, EIEDFTR MDD
- CISA ([C K2 EIEDRAZE

HiR— b

HEVDHERD AVEVA BIR— MADT T RFFECDNTE ROYUZIZBBRU T LS
AVEVA AR5 — BR—k
https://www.aveva.com/en/support-and-success/support-contact/
COEF2IYUFTBAICERDPIEZRR UITHES(d. TORRZHY/R— MIIREL TIZELN,

AVEVA 21Utz b3IL
BfotF1 VT BRECFIUTo v ITFT— MIDUWTIE. Security Central (C77TAULTLZ

=L\, https://softwaresupportsp.aveva.com/#/securitycentral

HA)\— tFa1UFT DEEER N TS507404X
FEEERBIHS A7 LAZRET DFEICDUNTIE. NIST SP800-82r2 &L TS IZELN,
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf

NVD O—fEY/RRESsMER J77 U >0 = X5 A(CVSS v3.1)

KEELTBZDREAR. 1T BHEORMESERRETBRODA—T> TL—AT—I%RHTS
NVD O—A&IIRAEEEMER 07U >0 S X5 /s (CVSSv3.1) ZALFE L. CVSSv3.1 (F. #iEXT
T & BEEOBAEERMY BZDORATOFFIANRREERLET, XIT7OHEE 0.0 (BER
L) S&X 10.0 (BEDHSINR/IBTHIEKRRFE) £TCTI. FHMICDWTIE CVSS v3.1 1t
BESRULTIEE0,

https://www.first.org/cvss/specification-document
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https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://softwaresupportsp.aveva.com/SiteAssets/GCSBerlin/index.aspx#/producthub/details?id=11aef286-169f-4a12-5e32-08db1b4400c8
https://www.aveva.com/en/support-and-success/support-contact/
https://softwaresupportsp.aveva.com/#/securitycentral
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://www.first.org/cvss/specification-document
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